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[Editor's Note: This paper was reviewed and updated in August 2010. Since 2006, the 
NCC (National Communications Commission) of Taiwan has been proactive in its fight 
against Spam. For up to date information please visit: the NCC Anti-Spam website: 
http://220.132.125.162/antispam/english/Spam_zone.html 
Relevant legislation was updated and other items were amended in order to ensure the 
accuracy and time relevance of this document.  
 
Shay & Partners can provide valuable assistance in implementing this proposal.  
For more information on this subject matter, please contact Shay & Partners directly.] 
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For almost two years,  the Taipei  law f i rm of  Shay & Partners has performed extensive 
research concerning unsol ic i ted commercia l  e-mai l ,  commonly know as spam.  They 
have invest igated the methods by which spam is d istr ibuted, the damages caused by i t  
and possible solut ions to reduce i ts  impact on business and the general  publ ic .   They 
have researched internat ional legis lat ion,  consul ted with global author i t ies 
(governments, industry and academia) and part ic ipated in internat ional conferences.  
Shay  & Partners has prepared an extensive report  for Taiwan’s Counci l  on Economic 
Planning and Development.   
 
On February 2-3,  2004, Shay & Partners at torneys Arthur Shay and Chr is topher 
Neumeyer at tended the Organizat ion for  Economic Cooperat ion and Development 
(OECD)’s Workshop on Spam in Brussels,  Belgium. As a fol low-up, the OECD 
conducted a 2nd Workshop on Spam in Busan, Republ ic of  Korea, hosted by Korea’s 
Ministry of  Information and Communicat ion. 
 
On September 8-9,  2004, both Arthur Shay and Chr istopher Neumeyer at tended the 
OECD’s 2n d  Workshop on Spam, where they attended presentat ions by the world’s  
leading spam thought leaders.    They both had the unique opportuni ty to discuss 
var ious spam related issues wi th these experts.    Mr.  Shay was invi ted and spoke as a 
panel is t  concerning the development of  an OECD “ant i -spam toolk i t . ”  The workshop 
was a great success.  Part ic ipants agreed that  spam is a very ser ious and growing 
problem perpetrated by gangs of  c lever cr iminals whose tact ics are constant ly 
evolving in order to evade laws and technology, for  the purpose of  committ ing fraud 
and earning vast  sums of  money.  
 
Consequent ly,  developing and implementing ef fect ive measures to counter  such 
tact ics is  an extremely di f f icul t  task.  The 2nd OECD Workshop brought together a 
d iverse group of  thought leaders from a wide-var iety of  backgrounds al l  work ing 
together to develop solut ions to problems caused by spam. 
 
This report is  intended to summarize the informat ion presented in the 2nd OECD 
Workshop and provide recommendat ions for  Taiwan’s government to consider 
implementing to reduce the damages that spam causes to i ts  c i t izens, businesses, 
Internet Service Providers ( ISP’s) ,  and government.  
 
I. OVERVIEW OF THE 2nd OECD WORKSHOP ON SPAM 
The workshop opened wi th a speech by the Vice-Minister  of  Korea’s Ministry of  
Information and Communicat ion,  Dr.  Chang-Kon Kim, who noted wi th pr ide that  his 
country has developed one of  the wor ld ’s  highest rates of  broadband Internet 
penetrat ion, but they later  d iscovered that such technology also serves as a perfect 
vehic le for  the distr ibut ion of  spam and to the shame of the Korean government,  
cr iminals around the wor ld have taken advantage of  Korea’s broadband infrastructure 
to make the country one of  the wor ld’s leading sources of  spam.  
 
As a resul t ,  Dr.  Kim, explained, the Korean government is  deeply committed to help ing 
solve the problems caused by spam. Dr.  Kim’s speech was moving and obviously 
s incere:  the government of  Korea has been extremely proact ive in i ts  f ight against 
spam by host ing the 2nd OECD workshop, sending a large number of  representat ives 
to at tend both workshops and enact ing ant i -spam legis lat ion.   This legis lat ion imposes 
str ic t  penalt ies for  spam offenders.   The Korean government a lso executed an 
agreement wi th the government of  Austral ia for  internat ional cooperat ion in the f ight 
against  spam.  
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In Asia,  the government of  Korea is  c lear ly taking the lead in the bat t le against  spam. 
Fol lowing Dr.  Kim’s opening remarks, the two-day workshop fo l lowed the schedule 
below. 
 
Session 1: Developing an OECD Anti-Spam Toolkit 
 
The OECD is present ly working on developing an ant i -spam toolk i t  compr is ing 
booklets,  documents and other mater ia ls  intended to assist  interested part ies in 
f ight ing spam through var ious approaches.  This includes the enactment of  regulat ion, 
sel f -regulat ion, technical  measures, internat ional enforcement and co-operat ion, 
publ ic-pr ivate partnerships and increased awareness through educat ion. Several  
speakers discussed the status of  var ious act iv i t ies,  key elements of  the toolk i t  and 
areas where the toolk i t  could be especial ly helpful  in reducing spam. I t  is  unclear 
when any elements of the toolk i t  wi l l  be avai lable to the publ ic ,  but the OECD 
welcomes publ ic  comments at  the fol lowing address: spam.project@oecd.org.  
 
Session 2: Network Management Solutions to Reduce Spam 
 
This session highl ighted “best pract ices” in network management solut ions that can be 
used to reduce spam.   This inc ludes the necessi ty for  nat ional and internat ional 
fac i l i ty managers and providers to work co l lect ively and co-operate with each other.  
In i t iat ives in this  respect inc lude global  ef for ts  to c lose open-relays and open-proxies,  
which al low spammers to dis tr ibute messages through other people’s computers as 
wel l  as acceptable-use pol ic ies that  ensure network providers can take ef fect ive 
act ion against spammers. 
 
Session 3: The Role of Authentication in Reducing Spam 
 
Due to the anonymous nature of  spam and the extreme di f f icul ty in trac ing i ts or igin,  
authenticat ion has come to be seen as one of  the most promis ing technological  tools 
in the f ight against  spam. So far ,  authenticat ion is  only a concept and experts d i f fer  
on when i t  wi l l  implemented, wi th est imates ranging from one year to a number of   
years.   
 
There are two possible types of  authenticat ion:  domain- level  authent icat ion (which 
would ident i fy only that  an e-mai l  came from a speci f ic  domain name and sender- level 
authenticat ion,  which would ident i fy  that ,  i t  came from a speci f ic  person at  a speci f ied 
domain name. 
 
Domain- level  authenticat ion would l ikely entai l  the use of  a pair  of keys and 
cryptography to authent icate messages, whereas sender- level  authent icat ion would 
require those sending an e-mai l  to a person for  the f i rst  t ime to pass a 
chal lenge/response test  .   (Note – please provide an example of  a chal lenge/response 
test  that  I  can incorporate into th is  document) .  
 
Some of  the issues discussed in th is  session included the fo l lowing: Ef fect  of  an 
authenticat ion standard on consumers,  inc luding the possib i l i ty that  i t  may delay emai l  
t ransmission t imes, burden computer mechanisms, or  produce other adverse ef fects.  
The l ikel ihood that authent icat ion wi l l  reduce global spam or prevent “phishing.”   
 
 
 
 
 
 
 
 

mailto:spam.project@oecd.org
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An overview of authent icat ion proposals,  explanat ion of  domain- level  authent icat ion vs. 
sender authent icat ion and summary of  authenticat ion proposals current ly underway 
(e.g. ,  Sender ID and Domain Keys).  Discussion of  the cr i ter ia to be used in evaluat ing 
authenticat ion standards.  Costs of  implement ing the authent icat ion proposals and who 
would pay these costs.  Chal lenges that might be faced by ISPs that do not part ic ipate 
in an authent icat ion standard were also discussed. 
 
Session 4: New Technologies and Mobile Spam 
 
This session highl ighted new and emerging future technologies and the role they may 
play in help ing to reduce spam and mobi le spam, inc luding discussion by government 
and industry representat ives wi th regard to f i l ter ing and other technical  solut ions for  
spam and the problem of zombie drones.  
 
Session 5: Developments in APEC and Other Non-OECD Economies 
 
Spam is a global  problem that  knows no geographic boundaries, so i t  is  commonly 
said that  effect ive solut ions wi l l  require cooperat ion among di f ferent countr ies.  
Therefore, th is  session was intended to permit  some non-OECD countr ies to share 
informat ion on ef for ts being made in their  respect ive countr ies.  Shay & Partners had 
appl ied in advance for  the opportuni ty to present the current  issues facing Taiwan in 
th is  session, but unfor tunately the speakers for  the session had already been selected. 
A consumer representat ive from Hong Kong, a government of f ic ia l  f rom Peru, and an 
of f ic ia l  from the Internat ional  Telecommunicat ion Union discussed regulatory and sel f-
regulatory measures in their  respect ive countr ies as wel l  as fur ther steps that can be 
taken to improve co-operat ion between OECD and non-OECD economies and ensure 
that  d i f ferent  regions employ coherent strategies in the f ight  against  spam. 
 
Session 6: Ensuring Coherence and Follow-Up 
 
The Busan Workshop on Spam was a product ive fo l low-up to the Brussels workshop. 
During th is session, speakers from government,  business and c iv i l  agencies discussed 
recommendations that can be drawn from the var ious presentat ions stressing,  in 
part icular ,  how a coherent and effect ive framework could be developed for  future 
act ions,  whi le l imi t ing the costs to users,  access providers and service providers 
respect ively.  
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II. KEY POINTS FROM THE WORKSHOP 
As with the 1st workshop, the 2nd OECD workshop on spam brought together 
numerous ta lented experts from a wide-var iety of  backgrounds who provided 
compel l ing presentat ions on the damages caused by spam and potent ia l  solut ions.  
 
Spam Volume Continues to Grow Due to Improved Distribution Methods 
Part ic ipants agreed that  despi te the enactment of  legis lat ion in var ious countr ies and 
improvements in f i l ters and technology, the volume of spam cont inues to grow at an 
alarming rate.   Spammers constant ly develop new and better  methods for  d istr ibut ing 
massive volumes of  junk e-mai ls.  According to Br ightmai l ,  a leading ant i-spam 
software company, spam volumes in May 2004 accounted for  64% of a l l  e-mai l  t raf f ic .  
Post in i ,  reported in September that 75% of the 5.6 bi l l ion messages i t  processed were 
spam. Another company, FrontBr idge Technologies,  reported in August that  90% of 
3.1 b i l l ion messages i t  processed were spam. 
 
Today,  most spam is d istr ibuted indirect ly  through the machines of  users who are 
unaware that their  computers are being used to send the unwanted messages. Unt i l  
recent ly,  th is  problem consisted mainly of  open relays and open proxies – securi ty 
f laws in the mai l  servers of  innocent part ies that  spammers have learned to use for  
their  advantage. Open relays and open proxies are st i l l  a problem, but the major 
problem today is  zombie-drones, armies of  computers that  have been hi jacked by 
spammers and turned into spam-sending machines,  without the knowledge of  the 
machine’s owner.  Whi le s imi lar  in ef fect  to open-relays and open-proxies,  spam 
zombies are much more di f f icul t  to detect  and prevent.  Zombie drones are typical ly 
created when an Internet user opens an at tachment or  v is i ts  a websi te containing a 
virus,  worm, Trojan-horse or  other mal ic ious software ( “malware”)  that enables the 
spammer to operate the user ’s  computer  remotely.   They can also record al l  of  the 
keystrokes on the computer  ( including passwords and other sensi t ive informat ion) and 
relay that  information back to the perpetrator of  the malware.  Not only have tact ics led 
to a dramatic increase in the volume of spam, but  they have made i t  increasingly 
di f f icul t  to t race the source of spam. Considerable t ime and resources are required in 
order to trace the source of  spam and locate and identi fy the sender,  i f  at  al l  possible. 
 
Spam is Increasingly Used to Spread Viruses and Other Malicious Software 
While spam was in i t ia l ly used pr imar i ly as a means of advert is ing pornography and 
fraudulent products, i t  is  increasingly used for  the del ivery of  worms, v iruses,  Trojans 
and other malware (viruses),  such as Sobig,  MyDoom, Bagel and Netsky, to name just 
a few. These programs may be used to steal  sensi t ive data,  convert  other people’s 
computers into spam-sending drones or for  the purpose of  crashing computers for  
amusement,  but  regardless of  i ts  purpose, the volume of  such malware is  rapidly 
growing. 
 
One leading ant i-spam company, Sophos, detected 4,677 new viruses in the f i rst  6 
months of  2004, a 21% increase over the same per iod a year ear l ier .  Mark Sunner,  
CTO of  MessageLabs, another major ant i-spam company, reported that  one out  of  11 
e-mai ls  scanned by his  company dur ing the past four  months contained a virus or  
other malware.  Such programs of ten spread wi th alarming speed, such as the SobigF 
worm, which generated more than 200 mi l l ion infected e-mai l  messages in i ts  f i rs t  
week of  act iv i ty,  and some bel ieve this  phenomenon lead to the creat ion of 50,000 
new zombie drones per week. Workshop part ic ipants unanimously agreed that such 
mal ic ious programs pose a s igni f icant  threat and any solut ion must address the 
del ivery of  such programs. 
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Spam is Increasingly Used for Fraudulent Criminal Purposes 
In addit ion to the increasing use of  spam for  sending mal ic ious software, par t ic ipants 
noted a dramat ic  increase in the use of  spoof ing,  phishing and other fraudulent  
schemes perpetrated through spam by internat ional  organized cr ime networks.  
Spoof ing is the sending of  a legi t imate- looking e-mai l  that  appears to come from a 
respected company. Typical ly ,  the message contains the spoofed company’s logo and 
is  l inked to a convincing fake website.  Usual ly spoof ing is  part  of a phishing attack 
where fraudulent  e-mai ls are used to deceive recip ients into releasing personal  
f inancial  data such as credit  card numbers, account names, passwords, and so for th.   
They usual ly  spoof using wel l-known banks, onl ine reta i lers and credi t  card companies. 
The Ant i-Phishing Working Group, est imates that  5% of those who receive phishing e-
mai ls  are deceived into responding, and the number of phishing attacks rose from 116 
in December 2003 to 1,422 in June 2004 --  a 12-fold increase in s ix months.1 The r ise 
in the number of  unique phishing at tacks in recent months can be seen below. 
 
Phishing is a lready a problem in Taiwan. In September 2004 the Taipei  Times 
reported that a local  teenager was arrested for  sending spam containing fake 
“membership account confi rmat ion” requests,  by which he obtained account numbers,  
user names and passwords, which he used to wi thdraw money from ATM machines 
and makes Internet purchases. The suspect a lso inc luded viruses wi th his spam to 
obtain remote access to the recip ients ’  computers.  According to the Internet  Cr ime 
Invest igat ion Squad of Taiwan’s Cr iminal Invest igat ion Bureau, v ic t ims inc luded the 
Hong Kong and Shanghai Banking Corporat ion, Ci t ibank, Bank of  America,  and Yahoo. 
Over the past few years, the Internet cr ime squad has received complaints of  s imi lar  
cr imes in Taiwan.2 
 
Whi le i t  is  d i f f icul t  to calculate the speci f ic amount of  damage caused by spam, the 
Radicat i  Group, a Cal i forn ia research f i rm, est imates that spam costs businesses 
global ly around US$20.5 bi l l ion a year.  Simi lar ly,  a recent EU study placed the 
worldwide cost to businesses at  $17 bi l l ion a year.3 Gartner Research est imates that 
phishing attacks alone have cost banks $1.3 bi l l ion in damages.4 
 
Reducing the Damages Caused by Spam will Take a Multi-Faceted Approach 
The world’s  leading ant i -spam author i t ies,  have said count less t imes that no s ingle 
solut ion wi l l  ever be ef fect ive in resolv ing the problems caused by spam: v ir tual ly  
every speaker in both OECD workshops agreed wi th this  statement.  The business of  
spam is too prof i table,  those who send i t  are too c lever,  and when one measure is  
appl ied to suppress spam, those who send i t  f ind other means of  d istr ibut ion,  
defrauding consumers and evading detect ion and prosecution. Consequent ly,  experts 
unanimously agree that  ef fect ive solut ions wi l l  be possible only through concerted 
ef for ts in a var iety of  areas such as:  legis lat ion;  sel f- regulat ion by Internet  service 
providers;  technical  solut ions; educat ion and publ ic  awareness campaign as wel l  as 
internat ional cooperat ion. 
 
 
 
 
 
 
_________________________________________________________________________________________________________________________________ 
1 See http://www.antiphishing.org/. 
2 See http://www.taipeitimes.com/News/taiwan/archives/2004/09/23/2003203975/print. 
3 See http://www.theaustralian.news.com.au/common/story_page/0,5744,10561978%255E15306,00.html. 
4 See http://www.enterpriseitplanet.com/security/news/article.php/3412921. 
 
 
 
 
 



 

 

Shay & Partners 
17F/B, 167 Tun Hwa North Road, Taipei 105, Taiwan 

Tel: 886-2-8773-3600         Fax: 886-2-8773-3611         E-mail: arthur@elitelaw.com 

Summary of 2nd OECD Workshop on Spam                      -8- 

 
In the 2nd OECD workshop, author i t ies spoke of  “cutt ing of f  the air ”  to those who send 
spam by di l igent ly employing al l  of  the above tact ics.  Anything less,  they explained, 
wi l l  be ineffect ive.  The ant i-spam toolk i t  that  is  being developed by the OECD is 
intended to assist  countr ies in developing and implementing ef fect ive systems in each 
of  those areas. Whi le i t  is  unclear when, or  i f ,  the OECD toolk i t  wi l l  actual ly be 
completed, the fo l lowing sect ion of  this  report  is  intended to serve the same purpose 
wi th regard to Taiwan. I t  is  ant ic ipated that the government of  Taiwan wi l l  careful ly 
review the fo l lowing proposals and consider implementing them in order to make real  
progress against spam. 
 
III. RECOMMENDATIONS FOR THE GOVERNMENT OF TAIWAN 
Compared to other countr ies, Taiwan has done very l i t t le  to combat spam. The NCC 
preparatory of f ice and Secure Onl ine Shopping Associat ion (SOSA) have each 
prepared a draft  spam law, a l though neither draft  is  anywhere c lose to being 
enacted.5 The government is  looking into the possibi l i ty  of  executing a mutual-
cooperat ion agreement wi th Austral ia and has commissioned the law f i rm of Shay & 
Partners to provide counsel  on spam and attend relevant seminars ( for  which Shay & 
Partners is extremely grateful) .  Taiwan’s ISPs make some efforts to f i l ter  out  spam but 
that  is  the extent of  the ef for t  to combat spam. By contrast ,  dozens of  countr ies have 
enacted legis lat ion regulat ing or prohibi t ing spam.  Some have executed mult inat ional 
agreements,  and numerous spammers have been prosecuted in the U.S. and other 
countr ies,  resul t ing in pr ison sentences and mult i -mi l l ion 
 

dol lar  f ines.6 Whi le the U.S. only enacted federal  spam legis lat ion in the past year,  
more than 35 states in the U.S. have laws restr ic t ing spam that  date back to 1997.7 
Addit ional ly,  in other countr ies ISPs take an act ive ro le in scanning for  secur i ty 
problems, terminat ing accounts of spammers and f i l ing legal  act ion against  them. By 
comparison, Taiwan’s largest  ISP, HiNet,  has a poor global  reputat ion for  spam and 
one of  the world’s  leading ant i -spam organizat ions, Spamhaus, present ly ranks 
Taiwan as the wor ld ’s four th worst  source of  spam (af ter  the U.S.,  China and South 
Korea).8 
 
The above is  not cr i t ic ism of the government of  Taiwan, but as mot ivat ion to try to f ind 
innovat ive solut ions to this  ever-growing problem. Taiwan excels in technology in 
many respects,  f rom i ts  h igh Internet,  broadband and mobi le phone penetrat ion rates,  
to R&D, manufactur ing, e-commerce and e-governance. Such accompl ishments are 
largely due to numerous insight fu l  incentive programs and a long-term commitment by 
the government and industry to excel  in technology.  By applying the same ef for t  to 
spam, Taiwan’s government can reduce spam volume, save i ts  c i t izens, businesses 
and government vast  sums of  money and resources and improve the usefulness of  the 
Internet .  This wi l l  a lso serve to elevate Taiwan’s internat ional  reputat ion in f ight ing 
spam. In order to do so, Shay & Partners recommends that the government take the 
fo l lowing act ions. 
 
 
 
 
 
_________________________________________________________________________________________________________________________________ 
5 And, frankly, the authors of this report feel that both drafts could benefit from a few amendments 
6 See http://spamlinks.openrbl.org/legal.htm#country. 
7 See http://www.spamlaws.com/state/summary.html. 
8 See http://www.spamhaus.org/. 
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1. Analyze the Nature of Taiwan’s Spam Problem 
As previously noted, Taiwan is  presently ranked as the wor ld ’s  four th worst source of 
spam. But that f igure raises some interest ing quest ions.  
How much spam is sent from Taiwan versus how much is sent to Taiwan?  What types 
of  spam are most common in Taiwan: those sel l ing i l legal  pharmaceutical  products,  
body modif icat ion products,  f inancial  f raud or phishing at tacks? Is spam from Taiwan 
sent d irect ly,  or  is  i t  merely routed through Taiwan? What types of technologies are 
being exploi ted: open-relays, open-proxies, zombies? What speci f ic  ISPs and IP 
addresses are being used? Who owns the IP addresses being used to d istr ibute vast  
amount of  spam? How many Websi tes used by spammers are hosted in Taiwan and 
what ISPs are host ing them? 
 
By learning answers to these quest ions, Taiwan wi l l  be better  equipped to take 
meaningful  act ion in ident i fy ing and working to reduce spam.   Whi le there may be 
indiv iduals in Taiwan who could perform some of  the above forensic research and 
analysis,  Shay & Partners spoke wi th experts at  the OECD workshops who seem 
especial ly qual i f ied to handle such invest igat ion. In part icular ,  David Jones, founder 
and CEO of SpamMATTERS,9 an Austral ian company, made an impressive 
presentat ion on how his company performs such invest igat ions and provides detai led 
reports for  government agencies and corporat ions explain ing the nature of  their  spam 
problems. 
  
2. Enact Effective Legislation Regulating Spam 
The next  step is  the enactment and enforcement of  ef fect ive spam legis lat ion.  Spam is 
not  legi t imate advert is ing or  a minor nuisance: i t  is  a cr iminal  act iv i ty  that  costs 
bi l l ions of  dol lars in damages and lost  product iv i ty  to many indiv iduals and 
corporat ions. Wel l  over hal f  of  a l l  e-mai l  is  spam and the volume keeps growing. Most 
spam has fa lse or  misleading headers,  rout ing informat ion and subject  l ines and is  
used for f raudulent or mal ic ious purposes, such as sel l ing phony products,  steal ing 
personal  data and spreading harmful v iruses.  Whi le Internet spam is the main problem 
now, text-messaging and mobi le spam wi l l  be increasingly problemat ic in the future.11 
Legis lat ion alone wi l l  not  be suf f ic ient  to solve these problems, but i t  is  an essential  
component of  any comprehensive ant i -spam strategy. 
 
Some feel  that  Taiwan already has adequate legis lat ion in regards to spam. 
Fraudulent spam should be deemed a violat ion of  c iv i l  and cr iminal  code prohibi t ions 
against  fraud. False or  mis leading subject  l ines or  rout ing informat ion may v io late the 
Fair  Trade Law. Violat ion of  an ISP's terms of use should amount to breach of  
contract .  Routing spam through others’  computers vio lates the Cr iminal  Code’s ant i-
hacking prohibi t ion that  was enacted in 2003. Harvest ing or  traf f ick ing in e-mai l  
addresses may vio late Taiwan’s Computer-Processed Personal  Data Protect ion Law, 
which prohibi ts  most pr ivate ent i t ies from col lect ing, processing, t ransmit t ing or  us ing 
“personal data.”12 But even i f  the above laws apply as stated, they are completely 
inadequate as a response to spam. 
 
 
 
___________________________________________________________________________ 
9 See http://www.oecd.org/document/46/0,2340,en_2649_22555297_33684718_1_1_1_1,00.html. 
10 SpamMATTERS’ Website can be found at the following link: http://www.spammatters.com/. 
11 In Japan, 90% of spam is sent to mobile phones, not PCs, and the trend is growing in other countries. 
See http://www.oecd.org/dataoecd/33/55/33713690.pdf. 
12 However, it is unclear whether an e-mail address would qualify as personal data. Personal data is defined 
as information “sufficient to identify a person” and an e-mail address might not meet that definition. 
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Taiwan needs speci f ic  legis lat ion regulat ing spam because the above laws do not  
def ine i l legal  spam;13 do not  require accurate rout ing information or advert is ing 
labels;14 do not prohib i t  harvest ing e-mai l  addresses from Websites or  sending bulk 
e-mai ls  to auto-generated addresses;15 do not impose l iabi l i ty on merchants who 
knowingly prof i t  f rom i l legal  spam;16 do not author ize statutory damages per i l legal  
message; and, most important ly,  the general  laws descr ibed above wi l l  not  lead to a 
reduct ion in the volume of spam. I t  is  c lear that Taiwan needs to enact s trong 
legis lat ion speci f ical ly designed to regulate spam, backed by strong penal t ies and 
vigorous enforcement.  
 
Taiwan’s government has star ted work on such legislat ion. Shay & Partners is  p leased 
that two draft  spam bi l ls  were released for  publ ic  d iscussion in June 2004, one from 
the preparatory of f ice for  the Nat ional Communicat ion Commission (NCC) and the 
other from the Secure Onl ine Shopping Associat ion (SOSA).  Real ist ical ly ,  i t  seems 
unl ikely that  ei ther  of the above draf t  b i l ls  wi l l  be enacted in the near future and that  
may be advantageous to Taiwan. The two versions are very di f ferent and i t  is  unclear 
whether Taiwan’s lawmakers understand the cr i t ical  d i f ferences between the two. Most 
notably,  SOSA’s draft  b i l l  is  an “opt- in”  vers ion,  whereas the NCC’s is  “opt-out .”  17 
Spam author i t ies worldwide overwhelmingly favor opt- in laws, such as those adopted 
by the E.U. and Austral ia,  and bel ieve opt-out laws, such as the U.S. CAN-SPAM Act,  
wi l l  make matters worse.18 Just a few reasons why Taiwan should enact opt- in 
legis lat ion rather than opt-out are as fo l lows: 
 
Marketers pay vir tual ly nothing to send mi l l ions of  bulk e-mai ls ,  other than Internet 
connect iv i ty;  however,  downstream, e-mai l  must be handled, sor ted, s tored, processed,  
f i l tered and deleted, causing substant ia l  costs to ISPs, businesses and consumers.   
This takes the form of increased bandwidth, d isk space, f i l ters,  technical  support  and 
lost  t ime. By forc ing ISPs, businesses and consumers to pay these costs,  e-mai l  
marketers transfer their  costs of  doing businesses to others,  most of  whom do not  
wish to receive the spam e-mai ls.  Therefore, there is  no such th ing as legi t imate 
unsol ic i ted bulk e-mai l ;  senders,  should pay for  such e-mai ls ,  not recipients;  so al l  
senders of  bulk e-mai ls  should be required to obtain the recip ients ’  consent in 
advance before sending such messages. 
 
One of  the basic ru les for  reducing the volume of spam is to never respond to any 
Spam message, because a response aler ts the sender that  i t  has reached a “ l ive”  and 
“act ive” e-mai l  account and the response wi l l  usual ly lead to an increase in spam. 
However,  opt-out legis lat ion asks Internet users to do exact ly that – to respond to 
spam e-mai ls request ing to be taken of f  the mai l ing l is t .  When the major i ty of  spam is 
f raudulent ,  i t  is  absurd to expect that  spammers wi l l  honor opt-out  requests instead of  
using them as a means of  ver i fy ing addresses where they wi l l  send more spam. 
 
 
 
________________________________________________________________________________________ 
13 This is essential for the benefit of businesses, marketers, ISPs, consumers, prosecutors and judges. 
14 If all commercial e-mails must include a certain label in the subject line identifying them as advertising, 
Internet users can set their filters to block all e-mails bearing such a label, if they so desire. 
15 Spam is frequently sent to random, auto-generated addresses, but most such addresses are invalid, so the 
e-mails bounce back and forth, consuming tremendous resources as ISPs repeatedly try to deliver them. 
16 Many feel that such merchant liability is an essential part of good spam legislation, because such 
merchants are the fuel that drives the spam industry; without them, no one would be sending spam. 
17 As explained above, an opt-out law allows persons to send unlimited spam to recipients until each 
recipient expresses a desire to receive no more unsolicited e-mails; an opt-in law prohibits the sending of 
unsolicited bulk e-mails except to recipients who have already consented to receiving such e-mails or with 
whom the sender has a pre-existing transactional relationship. 
18 It would have been hard to find a participant at either OECD workshop who favored opt-out legislation. 
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As noted above, one of  the most t roubl ing aspects of  spam is i ts  f requent use to 
spread viruses and other malware.  Spammers have star ted using the “Cl ick to remove 
name from l is t ”  but ton as a means of  spreading such programs. By c l ick ing on such a 
but ton,  not only do you conf irm your address for  the spammers,  but  you have 
downloaded mal ic ious sof tware onto your machine.19 
 
Shay & Partners feel  strongly that Taiwan should enact opt- in legislat ion, rather than 
opt-out,  but i t  has noted a number of  changes and addit ions that i t  would recommend 
making to each of  Taiwan’s draf t  b i l ls .  For example,  the NCC draf t  law fai ls  to prohibi t  
harvest ing of  e-mai l  addresses or  sending of bulk e-mai ls  to auto-generated 
addresses.  Whi le i t  requires spam to include a feature for  opt ing out  of  fur ther e-
mai ls ,  i t  does not require that feature to actual ly work.20 Whi le the SOSA draft  is  
bet ter ,  i t  a lso has i ts  l imi tat ions,  such as permit t ing the sending of  unsol ic i ted 
commercial  e-mai ls only to those wi th whom the sender had a previous transact ional  
relat ionship,  but  i t  fa i ls  to def ine such a relat ionship. 
 
 
3. Assist ISPs to Adopt Effective Self-Regulatory Measures 
ISPs play a crucia l  role in protect ing Internet users from spam; they can take 
numerous act ions to ef fect ively reduce spam and i ts  negat ive ef fects.  Unfortunately,  
Taiwan’s ISPs, have earned a reputat ion for not tak ing act ion.21 Taiwan’s largest ISP, 
HiNet,  has stated that i t  spends considerable resources deal ing with spam and 
Taiwan’s ISPs vowed years ago that they would work together to tackle spam.  To 
date HiNet ’s  expenditures have c lear ly been ineffect ive and the ISPs have fa i led to 
take any meaningful  act ions. 
 
Consequent ly,  the government should assist Taiwan’s ISPs to take appropr iate steps 
to f ight  spam. A few act ions that Taiwan’s ISPs should take are as fo l lows: 
 
Al l  of Taiwan’s ISPs must adopt Terms of  Use str ic t ly prohibi t ing the sending of  spam, 
and enforce such terms, promptly terminat ing the account of  any person who sends 
spam or hosts a Website used in connect ion wi th spam. 
 
The major i ty of  al l  spam is routed through secur i ty breaches on innocent users’  
machines.  ISPs should make i t  a top pr ior i ty to prevent such pract ices by running 
v i rus f i l ters on incoming and outgoing mai l  servers,  restr ic t ing the use of  port  25,  
watching for unusual spamming behavior  and educat ing users on how to protect their  
computers. ISPs should consider f ree distr ibut ion of  ant i -spam, ant i -v i rus and 
ant i -spyware software on CDs and on the ISP Websites, as a second l ine of  defense, 
to ident i fy malware that gets past ISPs f i l ters.  
 
 
 
_____________________________________________________________________________________ 
19 See http://www.theregister.co.uk/2004/09/22/opt-out_exploit/. 
20 Critics identified the same flaw in an early draft of the CAN-SPAM Act, leading to the Act being revised. 
21 For example, the Spamhaus Blocklist lists more than 60 IP addresses of spammers that are hosted by Hinet, 
and criticism of Hinet is common. See e.g., http://web.greens.org/etc/twmail.shtml (“The largest Internet 
Service Provider in Taiwan, Hinet, lets its customers send all the junk email they want . . . Since spammers 
are now able to use Hinet with relative impunity, spammers have flocked to them. Any message from a 
Hinet network address is likely to be spam”); http://www.spamreaper.com/blackhats.html (“As far as I can 
tell Hinet has never taken any action against any spammer using their servers and never will.”) 
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ISPs should perform per iodic network sweeps to detect open-relays, open-proxies and 
infected PCs, not i fy ing users of the problem and assist  in c los ing such secur i ty 
breaches in order to solve the problem. 
 
ISPs should work c losely wi th one of  the widely used, reputable professional 
b lock- l is ts , such as the Spamhaus SBL22 or Mai l  Abuse Prevent ion System’s RBL,23 
and promptly take act ion against l is ted addresses. Numerous universi t ies,  government 
agencies and major  companies use the above systems, so there is  no need for  ISPs to 
compi le their  own block l is ts .  ISPs should recognize that  b lockl is ts  are not host i le to 
them. They have a common enemy – spammers – and should work together in a spir i t  
of  cooperat ion against them. By fo l lowing this approach, Taiwan’s ISPs wi l l  d iscover 
that  operators of  b lockl is ts  are eager to assist  and can be extremely helpful  in 
reducing spam. 
 
Every ISP should ensure that users can lodge complaints about spam by ver i fy ing that  
the ISP’s contact  informat ion at  the Asia Paci f ic  Informat ion Centre (APNIC),  one of  
the wor ld ’s four  regional Internet registr ies,  is  correct;24 the ISP has inverse address 
records that permit  users to look up a part icular  IP address in order to f ind the domain 
name of the sender;  the ISP has an abuse or postmaster  mai lbox where complaints 
can be lodged; and the ISP monitors complaints regular ly and acts upon them. Most 
ISPs receive massive volumes of spam, so i t  is  understandable that ISP 
administrators may feel  they have done al l  they can to combat the problem. But as 
noted above, their  ef forts  thus far have been ineffect ive.  By tak ing these act ions 
recommended in th is  paper they wi l l  l ikely see a s igni f icant reduct ion in spam and a 
corresponding savings in resources.  
 
Final ly,  based on past per formance, i t  seems unl ikely that Taiwan’s ISPs wi l l  take 
act ions such as these on their  own. Consequently,  i t  may be appropr iate for  the 
government to implement measures to assist  through the provis ion of  mater ia ls,  
advice or  f inancial  incentives, or  even require ISP act ions through mandatory 
legis lat ive provis ions or regulatory measures.  
 
4. Implement an Effective Public Awareness Campaign 
The government should launch a publ ic  awareness campaign to inform Internet users 
of  ef fect ive tact ics that can be employed to reduce ones volume of spam, r isk of  being 
infected by malware,  and r isk of  being v ict imized by fraudulent  spam. When the NCC 
has been created, i t  might be ideal  for  handl ing such a campaign; unt i l  then, the NCC 
Preparatory Off ice, Government Information Off ice or  other agency might be 
appropr iate.  Regardless of  what agency is responsible,  such a campaign could be 
extremely ef fect ive,  part icular ly i f  i t  included a dedicated government website,  radio,  
newspaper,  te levis ion and other media.   
The campaign should educate users concerning the fol lowing types of  informat ion:  
 
 
 
 
_____________________________________________________________________________________ 
22 See http://www.spamhaus.org/sbl/. As of August 31, 2004, the SBL listed 61 IP addresses hosted by HiNet 
that was known sources of spam. See http://www.spamhaus.org/sbl/listings.lasso. 
23 See http://www.mail-abuse.com/services/mds_rbl.html. 
24 While APNIC requires that organizations register valid contact details, it does not verify such details, is 
not automatically notified if the ter cease to be valid and has long been criticized for having incorrect or y la
outdated membership records  
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Methods to reduce the amount of  spam one receives, such as using long e-mai l  
addresses that  incorporate let ters and numbers;  not  post ing e-mai l  addresses onl ine;  
us ing separate addresses for  chatrooms and personal use; and not responding to 
spam. 
 
Methods to f i l ter  out  unwanted spam, such as through the use of  f i l ter ing sof tware,  
b lockl is ts  and whi te l ists should also be highl ighted.  
 
Methods to reduce the threat of  malware, inc luding updat ing Windows regular ly;  
instal l ing ant i -v i rus and ant i -spyware programs and updat ing them regular ly;  instal l ing 
a f i rewal l ;  not  opening or  downloading suspic ious f i les or  at tachments;  and c los ing the 
preview funct ion on Outlook and s imi lar  sof tware.  
 
Methods to di f ferent iate between phishing attacks and legi t imate e-mai ls  f rom banks 
or other such ent i t ies request ing sensi t ive personal data. 
 
Methods to determine the IP address from which an e-mai l  was sent and lodge a 
complaint wi th the sender ’s  ISP. 
 
Despite the technical  subject matter ,  the campaign should not be over ly technical .  The 
purpose of  the campaign is  to get Internet  users to not ice,  understand and observe 
the messages of  the campaign, so i t  is  imperat ive that the messages be c lear and 
accessible. For example,  the government of the Nether lands included in i ts  
educat ional ant i -spam campaign a Donald Duck comic,  communicat ing a potent ia l ly 
tedious message in a c lear,  l ively,  and enter ta ining manner through an extremely 
popular  Walt  Disney character .  
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5. Improve Taiwan’s Level of International Cooperation 
Spam is a global  problem that  wi l l  require global  solut ions.  Because e-mai ls are not 
confined by nat ional  boundar ies,  enforcement of  spam legis lat ion is  di f f icul t  and 
internat ional  shar ing and coordinat ion of  informat ion and strategies is  essent ia l .  Shay 
& Partners is  p leased that Taiwan’s government recognizes this  and has taken steps 
to cooperate wi th other nat ions in f inding solut ions to spam. 
 
So far ,  such cooperat ion has taken several  forms, inc luding host ing and sponsor ing 
the at tendance by Shay & Partners and others at  seminars, such as the Asia-Pacif ic 
Net Abuse Conference, in Taipei  in 2003, and others sponsored by the OECD, APEC 
and Asia-Paci f ic  Coal i t ion Against  Unsol ic i ted Commercial  E-mai ls (APCAUCE).  
Such opportuni t ies are an outstanding opportuni ty to keep up wi th technological  
developments in a rapidly changing f ie ld,  share informat ion and strategies, and make 
valuable connect ions wi th governmental  and industry authori t ies. 
 
The government should cont inue to host  and sponsor part ic ipat ion at  such events.  The 
next s tep in internat ional cooperat ion is  to execute mult i -nat ional agreements 
regarding shar ing of  information and cooperat ion in the batt le against spam. Taiwan’s 
government took a big step in th is  d irect ion in January 2004, when the Directorate 
General  of  Telecommunicat ions (DGT) was one of  36 agencies in 25 countr ies that  
s igned the US FTC’s “Operat ion Secure Your Server,”  a global campaign to ident i fy 
open relays and open proxies and take act ion to c lose them. I t  is unclear whether the 
DGT has fol lowed through on that agreement by taking act ion against  spammers – i f  i t  
has not  done so i t  should be encouraged to do so.  In any event, Taiwan’s government 
is  to be commended for  becoming part  of  the global  campaign against  spam. 
 
Going a step fur ther,  the government has expressed interest  in several  mul t i -nat ional  
agreements that other countr ies have executed regarding spam, such as the 2003 
MOU between Austral ia and Korea,25 2004 Joint  Statement between Austral ia and 
Thai land,26 and 2004 MOU between Austral ia,  the US and the UK.27 Taiwan’s 
government is  apparent ly consider ing the possibi l i ty  of  enter ing into a s imi lar  
agreement, possibly wi th the Government of Austral ia.  that  would be an outstanding 
accompl ishment for  Taiwan and an ef fect ive tool  in the bat t le against  spam.  
  
 
 
 
 
 
 
 
 
 
_______________________________________________________________________________ 
25 See http://www.aca.gov.au/consumer_info/frequently_asked_questions/spam_MOU.rtf. 
26 See http://www.aca.gov.au/consumer_info/spam/Aust_Thailand_Joint_Statement.rtf. 
27 See http://www.ftc.gov/os/2004/07/040630spammoutext.pdf. 
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IV. CONCLUSION 
Taiwan is  a highly-developed nat ion that excels in technology, inc luding R&D, 
manufactur ing, mobi le phone penetrat ion, broadband Internet usage, e-commerce, e-
government,  and so for th.  But the country has l i t t le to show in the bat t le against  spam. 
Taiwan’s government has been slow enact ing legis lat ion,  ISPs have done l i t t le,  and 
the country is  present ly ranked as the wor ld’s  fourth worst source of  spam. To be fa ir ,  
one must recognize that  spam poses an enormous, ever-growing, ever-changing 
problem, once considered just  a minor annoyance, but today recognized as an 
extremely cost ly cr iminal  threat ,  and no country in the wor ld have implemented means 
to ef fect ively control  i t .  Even the US, arguably the wor ld ’s  most technological ly 
advanced nat ion,  has always been the wor ld ’s leading source of  spam and has not  yet 
devised a solut ion.  
 
The good news is  that numerous, extremely br ight  and ta lented experts from a wide 
var iety of  backgrounds and geographic regions, have been work ing for  years on 
developing solut ions to spam and, whi le they are unl ikely to develop a s ingle solut ion, 
they have developed a number of measures that,  when used together,  should resul t  in 
a meaningful  reduct ion in the problems caused by spam. These solut ions inc lude 
technology, legis lat ion,  education and publ ic  awareness, industry sel f-regulat ion and 
internat ional cooperat ion. 
 
This report is  intended as a pract ical  guide to assist  Taiwan’s government in 
implementing such solut ions. By tak ing appropr iate act ions in a l l  of  these areas, there 
is l i t t le doubt that  Taiwan can reduce i ts volume of  incoming and outgoing spam, save 
businesses,  ISPs, indiv iduals and the government vast sums of  t ime and money, and 
great ly improve Taiwan’s internat ional  reputat ion as a technology leader.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


